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Abstract. Cryptography plays a critical role in securing digital communication by guarding data from unwanted access
and cyber threats. This demand drives the development of creative and mathematically sound encryption methods.
Various mathematical encryption techniques, especially using graph theory, have been introduced. In this paper,

chromatic topological SK indices have been used for encryption methods for an improved data transfer security.

1. INTRODUCTION

The demand for safe and secured cryptographic techniques has been increased due to the growth of
digital communication. Some traditional encryption techniques, even while they work, sometimes
rely on proven arithmetic algorithms [1]. In order to maintain the originality and authenticity of
cryptographic systems, studies have recently been investigating the use of mathematical struc-
tures such as graph theory. The application of graph theory in cryptography has drawn a lot of
attention due to its possibility of creating safe and effective encryption methods, since graph-based
parameters provide a comprehensive mathematical foundation that can be used to create novel
cryptographic systems [2]. Topological indices are parameters that convert graphical structures
into numerical terms [3,4]. They have wide applications in many fields such as QSPR analysis and
so on [5,6]. By combining this field with coloring, these play a significant role in encryption [7, 8].
Among these, chromatic topological indices have shown promising means of compactly securing
structural information. In this work, we used chromatic SK indices, derived from applying the
vertex coloring instead of the traditional degree-based SK indices, such that it captures both the
structural and connecting features [9]. By utilizing coloring patterns with numerical representa-

tion, complex keys and encoding techniques that are invulnerable to straightforward attacks can
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be generated. The approach makes cryptographic systems more robust and unpredictable.

In this study, we integrate some basic computational operations such as binary number encoding,
ASCII code, XOR operation, etc., to present a cryptographic framework derived from chromatic
SK indices [10]. The binary and ASCII codes act as a smooth bridge between textual data and
numerical structures from the graphs, and the application of the XOR operation guarantees com-
putational efficiency and reversibility [11]. Therefore, these combinations provide a new approach
to encode and decode secret messages.

The proposed study shows how a mathematical graph invariant can be utilized in a real-world
cryptographical application, in addition to its theoretical analysis. This work advances the de-
velopment of novel and mathematically grounded encryption techniques by using chromatic SK
indices along with traditional encoding methods. In this study, all graphs considered are simple
graphs, that is, graphs without loops or multiple edges. The color matrix C(G) for a graph G is a

diagonal square n x n matrix and is defined as

(o), ifi=,
C(G) = (ay) = _
0, otherwise.
where c(v;) denotes the color assigned to the vertex v;. The color adjacency matrix of a colored

graph is a square n x n matrix, and it is defined as

1, ifu,vareadjacent and c(u) # c(v),
Ac(G) = (aij) = { —1, ifu, vare non-adjacent and c(u) = c(v),
0, otherwise.

The Laplacian color matrix, also known as the graph Laplacian color admittance matrix, Kirchoff
color matrix, or color discrete Laplacian for a simple colored graph with n vertices is defined as
(1.1),

L:(G) = C(G) — Ac(G) (1.1)

where L (G) is the Laplacian color matrix, C(G) is the color matrix and A.(G) is the color adja-
cency matrix. Encryption is the process of converting readable data into unreadable form using
some algorithm and secret key. The main purpose of encryption is to protect information from
unauthorized individuals. Decryption is the process of converting the received text to the original
hidden text using some algorithm and secret key. The main purpose of decryption is to recover
the original text. Plain text is the original readable data before any encryption is applied. It can
be easily understood by anyone. Ciphertext is the encoded or messed-up version of plaintext.
It is not understandable by everyone and needs a key to decode the original text. It is used to
protect the secret message from any unauthorized access. Binary code is a way for computers to
represent any text using only 0's and 1’s. Standards like ASCII (American Standard Code for Inter-
national Interchange) are used to assign a unique number to each character, and later the number

is converted into binary code. The exclusive OR (XOR) operation is a Boolean logic function that
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generates one output by comparing two inputs: if the bits are the same, then the result is 0; if the

bits are different, then the result is 1. XOR operation is its own inverse.

0XOR0=0
0XOR1=1
1XOR0=1
1XOR1=0

2. InrorMATION FLOW

Sender Receiver

Plain text —| Encryption ——| Ciphertext | —<| Decryption e Plain text

Numerous cryptography algorithms utilizing graph theory have been introduced. In this work,
we present a new encryption algorithm using a color matrix, color adjacency matrix, Laplacian
color matrix, chromatic topological indices, and XOR operation. This approach is so strong
because it has multi-layer security, highly sensitive to small changes, and are hard to reverse. The

following table 1 shows the ASCII code and binary code of some characters .

3. Curomartic ToroLOGICAL INDICES

Chromatic topological indices are numerical descriptors that capture more structural information
by color partition and thus give a different perspective of the graph structure. These are extended
versions of traditional topological indices by incorporating a coloring system. They have wide
usage in drug discovery, network analysis, optimization problems, and pattern recognition in
various fields. In this work, we have utilized coloring-based SK indices, which were originally

discovered as degree-based indices by Shiegalli and Kanabur in the year 2016 [12].

KOG =5 3 [ +e@] =5 3 mlt+s] @)
uveE(G) 1<t<s<x(G)

SKIG) =3 D) [ewe@] =5 ) [isnal (32
uveE(G) 1<t<s<x(G)

sxf(@:}l 3 [c(u)+c(v)]2=£—1 Sl s (33)
uveE(G) 1<t<s<x(G)

where t and s denote the colors of the vertices u and v, and ;s denotes the total number of edges
whose vertices are colored with t and s (3.1),(3.2),(3.3).
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ASCII | Binary ASCII | Binary
Character Character
Code | Number Code | Number
blank space () 32 0010 0000 A 94 0101 1110
! 33 0010 0001 _ 95 0101 1111
“ 34 0010 0010 ’ 96 0110 0000
# 35 0010 0011 a 97 0110 0001
$ 36 0010 0100 b 98 0110 0010
A 65 0100 0001 C 99 0110 0011
B 66 0100 0010 d 100 | 0110 0100
C 67 0100 0011 e 101 | 0110 0101
D 68 0100 0100 f 102 | 01100110
E 69 0100 0101 g 103 | 01100111
F 70 0100 0110 h 104 | 0110 1000
G 71 0100 0111 i 105 | 0110 1001
H 72 0100 1000 j 106 | 01101010
I 73 0100 1001 k 107 | 0110 1011
] 74 0100 1010 1 108 | 0110 1100
K 75 0100 1011 m 109 | 01101101
L 76 0100 1100 n 110 | 01101110
M 77 0100 1101 0 111 | 0110 1111
N 78 0100 1110 p 112 | 0111 0000
(@) 79 0100 1111 q 113 | 0111 0001
P 80 0101 0000 r 114 | 0111 0010
Q 81 0101 0001 s 115 | 0111 0011
R 82 0101 0010 t 116 | 0111 0100
S 83 0101 0011 u 117 | 0111 0101
T 84 0101 0100 \% 118 | 0111 0110
U 85 0101 0101 w 119 | 01110111
A% 86 0101 0110 X 120 | 0111 1000
w 87 0101 0111 y 121 | 0111 1001
X 88 0101 1000 z 122 | 0111 1010
Y 89 0101 1001 { 123 | 0111 1011
Z 90 0101 1010 | 124 | 0111 1100
[ 91 0101 1011 } 125 | 0111 1101
/ 92 0101 1100 ~ 126 | 01111110
] 93 0101 1101

TaBLE 1. ASCII codes and corresponding binary representations of characters
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4. MEeTHODS

4.1. Encryption Process: First decide the plain text to be sent, and according to the plain text,
consider a graph whose total number of vertices is the same as the number of letters in the plain
text, including the spaces and symbols. Now, assign each letter in the plaintext with the vertices in
ascending order. Then, assign colors to the vertices of the graph in such a way that the maximum
number of independent vertices receive the smallest available color such that no two adjacent
vertices receive the same color. Now, calculate the Laplacian color matrix according to the formula
and calculate its eigenvalue. In this work, we have used python for calculating the Laplacian
color matrix and its eigen values. Then add or subtract the eigenvalue (consider the nearest small
integer if it is a decimal) with the ASCII code of each letter in the plaintext. Thus, we get a new
ciphertext. Now, calculate the chromatic SK indices of the colored graph in order to find the secret

key by using the formula (4.1).
S = SK” (mod M) (4.1)

where S represents the secret key, SK?5 represents the chromatic SK indices where i = 1,2, and M
represents the total number of vertices in the graph. By applying the required value, we will get
three secret keys according to each chromatic SK index. If we get a decimal number, consider the
nearest small integer and find the binary code of each secret key. Now, find the ASCII code of the
ciphertext and apply the XOR operation with each secret key. In this way, we get three different
encrypted messages. Now, we will send the complement of the graph and this encrypted plaintext

to the receiver.

4.2. Decryption process: With the graph received, find the complement of the graph and color the
graph by giving the smallest possible color to the maximum number of independent vertices such
that no two adjacent vertices receive the same color. Now, with the encrypted plaintext, choose
any one chromatic SK index that is to be processed, and with the ciphertext of that chromatic
SK index, assign each letter to the vertices in the graph in ascending order and also find that
chromatic SK index. Now, with that value, find the secret key. Then, with the secret key, apply the
XOR operation with the binary number of the secret key and the binary number of the received
encrypted plaintext of the chosen chromatic SK index. From the resulting binary numbers, find
the new ciphertext. Now, find the Laplacian color matrix according to the formula and find their
eigenvalues using python. Then, subtract or add the eigenvalues with the ASCII code of the
letters of the new message, and we finally get the meaningful secret plaintext sent by the sender.
Therefore, the process used in encryption is applied in reverse in the decryption process. As a

result, the plaintext will be reconstructed successfully.

5. MaiIN Resurts

5.1. Illustration-1. Consider the plaintext VIT UNIVERSITY and the graph in figure 1.
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O—O0—06)—"~10W——C00—6O—0O—0B—O0O—0—0U—~0L—0B—W

Ficure 1. A path graph with 14 vertices (P14)

5.1.1. Encryption. Step 1: Assign each letters in the plaintext with the vertices in ascending order

as in table 2.

Plaintext | V|I|T|(O|U|N|I|V|E|R|[S|I|T|Y
Vertices |1 |2[3[4|5]6|7/8]9]10][11/12]13]|14

TasLE 2. Representation of plaintext and corresponding vertices

Step 2: Apply proper coloring to the vertices of the graph as in figure 2.

1 2 1 2 1 2 1 2 1 2 1 2 1 2

Ficure 2. Proper coloring of Py4

Step 3: Find the color matrix and color adjacency matrix to find the Laplacian color matrix and
find the eigen values of the Laplacian color matrix using the following algorithm (1).

Algorithm 1 Computation of the Laplacian Color Matrix and its Eigenvalues for a graph G

1: Import NumPy library
2: Define the diagonal color matrix matrix_C(G)
3: Define the adjacency color matrix matrix_Ac(G)
4: Compute
Laplacian_matrix = matrix_C(G) — matrix_Ac(G)
5. Compute

eigenvalues = eiguals(Laplacian_matrix)

Display the Laplacian color matrix
fori=1tondo

Display Eigenvalue i

Y ® N

end for

1| import numpy as np

2

3| # Matrix C(G): Diagonal Color Matrix

4lmatrix_C = np.array ([



N
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[1,¢,0,0,60,0,0,0,0,0,0,0,0,0],
[0,2,0,0,0,0,0,0,0,0,0,0,0,0],
[0,0,1,0,0,0,0,0,0,0,0,0,0,0],
[0,0,0,2,0,0,0,0,0,0,0,0,0,0],
[0,0,0,0,1,0,0,0,0,0,0,0,0,0],
[0,0,0,0,0,2,0,0,0,0,0,0,0,0],
[0,0,0,0,0,0,1,0,0,0,0,0,0,0],
[0,0,0,0,0,0,0,2,0,0,0,0,0,0],
[0,0,0,0,0,0,0,0,1,0,0,0,0,0],
[0,0,0,0,0,0,0,0,0,2,0,0,0,0],
[0,0,0,0,0,0,0,0,0,0,1,0,0,0],
[0,0,0,0,0,0,0,0,0,0,0,2,0,0],
[0,0,0,0,0,0,0,0,0,0,0,0,1,0],
[0,0,0,0,0,0,0,0,0,0,0,0,0,2]
D

# Matrix A_c(G): Adjacency Color Matrix

matrix_Ac = np.array([

[¢,1,-1,0,-1,0,-1,0,-1,0,-1,0,-1,0],
(1,,1,-1,0,-1,0,-1,0,-1,0,-1,0,-17,
[-1,1,0,1,-1,0,-1,60,-1,0,-1,0,-1,0],
[¢,-1,1,0,1,-1,0,-1,0,-1,0,-1,0,-1],
[-1,0,-1,1,0,1,-1,0,-1,0,-1,0,-1,0],
[¢,-1,0,-1,1,0,1,-1,0,-1,0,-1,0,-1],
[-1,0,-1,0,-1,1,0,1,-1,0,-1,0,-1,0],
[¢,-1,0,-1,0,-1,1,0,1,-1,0,-1,0,-1],
[-1,¢,-1,0,-1,0,-1,1,0,1,-1,0,-1,0],
[¢,-1,0,-1,0,-1,0,-1,1,0,1,-1,0,-11],
[-1,0,-1,0,-1,060,-1,0,-1,1,0,1,-1,0],
[¢,-1,0,-1,0,-1,0,-1,06,-1,1,0,1,-117,
[-1,0,-1,0,-1,0,-1,0,-1,0,-1,1,0,1],
[¢,-1,0,-1,0,-1,0,-1,0,-1,0,-1,1,0]
D

resulting_Laplacian_matrix = matrix_C - matrix_Ac

eigenvalues = np.linalg.eigvals(resulting_Laplacian_matrix)

print("Laplacian Color Matrix")

print(resulting_Laplacian_matrix)

print("\nEigenvalues")
for i, val in enumerate(eigenvalues):
print (£"\u®3BB{i+1}: {vall}")

ListinG 1. Computation of Laplacian color matrix and its eigenvalues of P14 using
Python
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Laplacian Color Matrix

[[1-1 1 & 1 ® 1 6 1 O 1 O 1 -1]
[-1 2 -1 1 6 1 & 1 0 1 6 1 0 1]
[1-1 1-1 1 6 1 6 1 6 1 O 1 O]
[® 1 -1 2-1 1 6 1 O 1 6 1 0 1]
[1 6 1 -1 1-1 1 6 1 6 1 O 1 O]
[e 1 ¢ 1 -1 2 -1 1 O 1 6 1 0 1]
[1 6 1 6 1 -1 1-1 1 6 1 O 1 O]
[e 1 ¢ 1 6 1 -1 2 -1 1 6 1 O 1]
[1 & 1 ¢ 1 6 1 -1 1 -1 1 O 1 O]
[6 1 6 1 6 1 O 1 -1 2 -1 1 0 1]
[1 & 1 ¢ 1 6 1 6 1 -1 1 -1 1 0]
[® 1 6 1 6 1 0 1 0 1 -1 2 -1 1]
[1 & 1 ¢ 1 6 1 6 1 O 1 -1 1 -1]
[-1 1 0 1 ® 1 6 1 6 1 O 1 -1 2]

Eigenvalues

\u®3BB_1: 9.56155281280883

\u®3BB_2: 5.438447187191168

\u®3BB_3: 2.370021284295309

\u®3BB_4: 1.8434873025404346

\u®3BB_5: 1.1693745320783886

\u®3BB_6: -0.16937453207838932

\u®3BB_7: -0.8434873025404341

\u®3BB_8: -1.3700212842953077

\u®3BB_9: -1.3700212842953061

\uO3BB_10: -0.843487302540434

\u®3BB_11: -0.16937453207838893

28/ \u®3BB_12: 2.3700212842953037

\u®3BB_13: 1.1693745320783884

\u®3BB_14: 1.8434873025404337

]

TasLE 3. Output (Laplacian color matrix and its eigenvalues of P14)

Step 4: Now, add or subtract the eigen values with the corresponding ASCII code of the letters in

the plain text. In this we use subtraction and find the new cipher text as in the table 4.
New ciphertext: “MDU!UNIVCPRHSX"

Step 5: Calculate the chromatic SK indices of the graph and consider the nearest small integer.

1

(ISK(G) =5 Y [elw) +c(o)] = 5

1

D mslt+s] = %[13(1 +2)] = [19.5] = 19

<t<s<x(G)

1 1
> lsms] = 5[13(1)(2)] =13
2 2
1<t<s<x(G)
1 1
1 Nislt +5]* = 711301+ 2)?] = [29.25] = 29
1<t<s<x(G)
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Ciphertext | ASCIT | 8™ | ASCI-A | ASCII | Plaintext
Value (A)

v 86 9 86-9 77 M
I 73 5 735 68 D
T 84 1 84+1 85 U
0 32 1 32+1 33 !

U 85 0 85+0 85 U
N 78 0 78+0 78 N
I 73 0 7340 73 I

v 86 0 86+0 86 v
E 69 2 69-2 67 C
R 82 2 822 80 P
S 83 1 83-1 82 R
I 73 1 731 72 H
T 84 1 84-1 83 S
Y 89 1 89-1 88 X

TaBLE 4. Decryption process using eigenvalues of the graph

Step 6: To find the secret key, the following formula is utilized,
$ = SK? (mod M)
S; = SK? (mod M) = 19 (mod 14) = 5
S, = SK! (mod M) = 13 (mod 14) = 13
S3 = SKJ (mod M) = 29 (mod 14) = 1

The binary codes of the obtained secret keys are S; = 101, S, = 1101, and Sz = 1, respectively.
Step 7: The following table 5 shows the XOR operation of the binary codes of the new ciphertext
with the binary codes of the secret keys.

Therefore, we got the encrypted ciphertext to be sent to the receiver, and they are listed below in

table 6. Along with this, the sender sends the complement of the original graph to the receiver.

5.1.2. Decryption. The ciphertext and the graph received by the receiver are in the figure 3 and
the table 6.
Step 1: Find the complement of the received graph and apply proper coloring as in figure 4.

1 2 1 2 1 2 1 2 1 2 1 2 1 2

Ficure 4. Proper coloring of the decrypted graph



Int. . Anal. Appl. (2026), 24:336

XOR operation
Ciphertext St S, S3

M-10011010 | 1001000-H | 1000000-@ | 1001100-L
D-1000100 | 1000001-A | 1001001-I | 1000101-E
U-1010101 | 1010000-P | 1011000-X | 1010100-T

1-100001 100100-$ 101100-, 100000-()
U-1010101 | 1010000-P | 1011000-X | 1010100-T
N-1001110 | 1001011-K | 1000011-C | 1001111-O
1-1001001 | 1001100-L | 1000100-D | 1001000-H
V-1010110 | 1010011-S | 1011011-[ | 1010111-W
C-1000011 | 1000110-F | 1001110-N | 1000010-B
P-1010000 | 1010101-U | 1011101-] | 1010001-Q
R-1010010 | 1010111-W | 1011111-_ | 1010011-S
H-1001000 | 1001101-M | 1000101-E | 1001001-I
$-1010011 | 1010110-V | 1011110-~ | 1010010-R
X-1011000 | 1011101-) | 1010101-U | 1011001-Y

TasLe 5. XOR operation between ciphertext and secret keys

SK? | HAP$SPKLSFUWMYV)
SK;P @IX,XCD[N]_EAU
SK? | LET TOHWBQSIRY

TasLE 6. Encrypted ciphertexts generated using different secret keys

SK? | HAP$PKLSFUWMYV)
SKj’ @IX,XCD[N]_E"U
SKZ’ LET TOHWBQSIRY

Ficure 3. Cipher graph

Step 2: Calculate the chromatic SK indices and for each cipher text we assign the vertices in
ascending order to each letter of the cipher text as in table 7. Then, calculate the chromatic SK

indices and consider the nearest least integer.
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Ciphertext1 H|{A|P|$ ([P K|/L|S|F| U W M|V ]|)
Ciphertext2 | @ | I | X| , | X|C|D|[ |[N|]|_|E|~|U
Ciphertext3 | L |E|T|() | TI O HW|B|Q|S|I|R|Y
Vertices 112|134 |5]6|7|8|9|10|11|12]13|14

TasLe 7. Ciphertexts and corresponding vertex assignments

[13(1+2)] = [19.5] = 19

NI =

SK¢ % Z = % 2 rlts[t -I-S] =
veE(G

1<t<s<x(G)

S fsne] = 3013(1)(2)] = 13

1<t<s<x(G)

1
5

SKY(G) = Z ) +c@P == S mult+sP = S[13(1+2)%] = [29.25] = 29
4 uveE(G) 4 1<t<s<x(G) 4

MM
I\JI

With the chromatic SK indices value, we can get the secret keys Sq, Sz, S3, and with the binary
code of the secret keys, apply the XOR operation among the binary code of the secret keys and the

binary code of the respective cipher texts, and we get a new cipher text as in table 8.
S; = SK? (mod M) = 19 (mod 14) = 5
S» = SK{ (mod M) = 13 (mod 14) = 13
S3 = SK¥ (mod M) = 29 (mod 14) = 1
Therefore, the new cipher code is “MDU!UNIVCPRHSX".
Step 3: Find the Laplacian color matrix of the graph and its eigenvalues from the matrix 1.
Step 4: Now add these eigenvalues with the ASCII code of the new ciphertext to find the hidden

message sent by the sender as in table 9.
Therefore, the hidden message sent by the sender is “VIT UNIVERSITY".

5.2. Illustration-2. Consider the plaintext VIT UNIVERSITY and the graph in figure 5.

FiGure 5. Cycle graph with 14 vertices (Ci4)
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XOR operation
SK? SKT SK‘ZP Ciphertext
H-1001000 | @-1000000 | L-1001100 | 10011010-M
A-1000001 | I-1001001 | E-1000101 | 1000100-D
P-1010000 | X-1011000 | T-1010100- | 1010101-U
$-100100 -101100 ()-100000 100001-!
P-1010000 | X-1011000 | T-1010100 | 1010101-U
K-1001011 | C-1000011 | O-1001111 | 1001110-N
L-1001100 | D-1000100 | H-1001000 | 1001001-I
S$-1010011 | [-1011011 | W-1010111 | 1010110-V
F-1000110 | N-1001110- | B-1000010 | 1000011-C
U-1010101 | 1-1011101 | Q-1010001 | 1010000-P
W-1010111 | _-1011111 | S-1010011 | 1010010-R
M-1001101 | E-1000101 | I-1001001 | 1001000-H
V-1010110 | ~-1011110 | R-1010010 | 1010011-S
)-1011101 | U-1010101 | Y-1011001 | 1011000-X

TaBLE 8. XOR operation performed between secret keys and ciphertext during

decryption
Ciphertext | ASCIT | "8 | ASCIT4+1 | ASCII | Plaintext
Value (1)

M 77 9 77+9 86 v
D 68 5 68+5 73 I
U 85 1 85-1 84 T
! 33 1 33-1 32 0
U 85 0 85-0 85 U
N 78 0 78-0 78 N
I 73 0 73-0 73 I
v 86 0 86-0 86 v
C 67 2 67+2 69 E
P 80 2 80+2 82 R
R 82 1 82+1 83 S
H 72 1 72+1 73 I
S 83 1 83+1 84 T
X 88 1 88+1 89 Y

TasLE 9. Decryption process using eigenvalues of the graph

5.2.1. Encryption. Step 1: Assign the vertices to each letter in the plaintext in ascending order as
in table 10.
Step 2: Apply proper coloring to the vertices of the graph and is shown in the figure 6.
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Plaintext | V| I | T|()|U|/N|I|V|E|R|S |1 |T]|Y
Vertices |1 |23 (4|56 |7(8|9(10|11 12|13 |14

TasLE 10. Representation of plaintext and corresponding vertices

FiGure 6. Proper coloring of Cy4

Step 3: Find the color matrix and color adjacency matrix to find the Laplacian color matrix and

find the eigen values of the Laplacian color matrix using the algorithm 1.

1 Laplacian Color Matrix

2ltrr-1 106 1606 16 16 1 0 1-1]
3] -1 2-1 106 16 1 0 1 6 1 0 1]
' r1-1 1-1 10 16 1 6 1 6 1 0]
5/ te 1-1 2-1 16 10 1 06 1 6 1]
6 r1 8 1-1 1-1 16 1 6 1 6 1 0]
7' te 18 1-1 2-1 10 1 60 1 0 1]
8 r1 6 16 1-1 1-1 1 0 1 6 1 0]
99 e 1. 0 1 6 1-1 2-1 1 6 1 6 1]
10l t1 0 16 1 66 1-1 1-11 0 1 6]
11/ re 16 16 1 606 1-1 2-1 1 6 1]
12 r1 6 16 1 6 1 6 1-1 1-1 1 0]
13 te 16 1 6 16 1 6 1-1 2-1 1]
14 r1 06 1 6 1 6 1 6 1 6 1 -1 1 -1]
I5( -1 1.6 126 106 1 06 1 6 1 -1 211

17 Eigenvalues

18| \ue3BB_1: 9.56
19| \ue3BB_2: 5.43
20| \u63BB_3: 2.37
21| \u03BB_4: 1.84
22| \u®3BB_5: 1.16
23| \u63BB_6: -0.16
241 \u03BB_7: -0.84
25| \u03BB_8: -1.37
26| \u03BB_9: -1.37

N

N
o N

\u®3BB_10: -0.84
\u03BB_11: -0.16
29| \u03BB_12: 2.37
\u®3BB_13: 1.16
\u03BB_14: 1.84\i

wW W

TasLE 11. Output (Laplacian color matrix and its eigenvalues of Cy4)

Step 4: Now, add or subtract the eigen values with the corresponding ASCII code of the letters in

the plain text. In this we use addition and find the new cipher text as in the table 12.
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Ciphertext | ASCII | "8 | ASCII+A | ASCIT | Plaintext
Value (A)
v 86 9 86+9 95 _
I 73 5 7345 78 N
T 84 2 84+2 86 v
0 32 1 32+1 33 !
U 85 1 85+1 86 v
N 78 0 780 78 N
I 73 0 730 73 I
v 86 1 86-1 85 U
E 69 1 69-1 68 D
R 82 0 82-0 82 R
S 83 0 83-0 83 S
I 73 2 73+2 75 K
T 84 1 84+1 85 U
Y 89 1 89+1 90 z

TaBLE 12. Decryption process using eigenvalues of the graph

New ciphertext: “_ NV!IVNIUDRSKUZ"
Step 5: Calculate the chromatic SK indices of the graph and consider the nearest small integer

(ISKXG) =5 X e +e@]=3 3 mlt+s] = 504(1+2)] =21
uveE(G) 1<t<s<x(G)
(SKIG) =5 D) [we@] =5 3 lisne] = 5[14(1)(2)] = 14
uveE(G) 1<t<s<x(G)
1 2 1 2 1 2
(iii) SKS (G) = 1 D [e(u) +c(v)]* = 1 D sl s = 71141 +2)%] = [31.5] =31
uveE(G) 1<t<s<x(G)

Step 6: To find the secret key, the following formula is utilized,
S = SK? (mod M)
S1 = SK? (mod M) = 21 (mod 14) = 7
S, = SK{ (mod M) = 14 (mod 14) = 0
S5 = SKY (mod M) = 31 (mod 14) = 3

The binary code of the obtained secret keys are S; = 111, So = 0 and Sz = 11 respectively.
Step 7: The following table 13 shows the XOR operation of the binary codes of the new ciphertext
with the binary codes of the secret keys.



Int. J. Anal. Appl. (2026), 24:336

15

Therefore, we got the encrypted ciphertext to be sent to the receiver and they are listed below in the

XOR operation

Ciphertext S1 S, S3

_-1011111 | 1011000-X | 1011111-_ | 1011100\
N-1001110 | 1001001 -I | 1001110-N | 1001101-M
V-1010110 | 1010001-Q | 1010110-V | 1010101-U

1-100001 100110-& 100001-! 100010-"

V-1010110 | 1010001-Q | 1010110-V | 1010101-U
N-1001110 | 1001001-I | 1001110-N | 1001101-M
1-1001001 | 1001110-N | 1001001-I | 1001010-J
U-1010101 | 1010010-R | 1010101-U | 1010110-V
D-1000100 | 1000011-C | 1000100-D | 1000111-G
R-1010010 | 1010101-U | 1010010-R | 1010001-Q
$-1010011 | 1010100-T | 1010011-S | 1010000-P
K-1001011 | 1001100-L | 1001011-K | 1001000-H
U-1010101 | 1010010-R | 1010101-U | 1010110-V
Z-1011010 1011101-] | 1011010-Z | 1011001-Y

TasLE 13. XOR operation between ciphertext and secret keys

table 14. Along with this, the sender sends the complement of the original graph to the receiver.

5.2.2. Decryption. The ciphertext and the graph received by the receiver are in the figure 7 and

the table 14,

SK? | XIQ&QINRCUTLR]
SK;” _NV!VNIUDRSKUZ
SK? | WMU"UMJVGQPHVY

TasLE 14. Encrypted ciphertexts generated using different secret keys

SK? | XIQ&QINRCUTLR]
SK? | _NVIVNIUDRSKUZ
SKZ’ \MU"UMJVGQPHVY
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Ficure 7. Complement of the cipher graph

Step 1: Find the complement of the cipher graph and apply proper coloring as in figure 8.

F1Gure 8. Proper coloring of the decrypted graph

Step 2: We assign the vertices in ascending order to each letter of the cipher text as in table 15.
Then, calculate the chromatic SK indices and consider the nearest least integer find the secret key
using the equation (4.1).

Ciphertext1 | X | I |1Q | & |Q| I IN|R|C|U | T|L|R|]

Ciphertext2 | _ | N | V| ! | VIN| I |UD|R|S|K|U|Z
Ciphertext3 |\ MU | " |U M| ]J |V|IG|Q|P| H| V|Y
Vertices 112(|3(4|5]6|7[8]9|10(11]12]13|14

TasLE 15. Representation of ciphertexts and associated vertices

SKG) =3 O [ +e@]=3 O nult+s]= (140 +2)] =21
uveE(G)

1<t<s<x(G)

N —
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SK{(G) = % > le(w).c(o)] = % Y ltsmisl = %[14(1)(2)] =14
uveE(G) 1<t<s<x(G)

SKO(G) = }L S fe(w) + () = }L S el s = %[14(1 2] — [315] = 31
uveE(G) 1<t<s<x(G)

With the chromatic SK; index value, we can get the secret key Sy, S;, S3, and with the binary code
of the secret key, apply the XOR operation among the binary code of the secret keys and the binary

code of the respective ciphertext, and we get a new ciphertext in the table 16.
S1 = SK? (mod M) = 21 (mod 14) = 7
S, = SK{ (mod M) = 14 (mod 14) = 0
S5 = SKY (mod M) = 31 (mod 14) = 3

XOR operation

SK?

P
SK1

SK?
2

Ciphertext

X-1011000

_-1011111

\-1011100

1011111-_

I-1001001

N-1001110

M-1001101

1001110-N

Q-1010001

V-1010110

U-1010101

1010110-V

&-100110

1-100001

“-100010

100001-!

Q-1010001

V-1010110

U-1010101

1010110-V

I-1001001

N-1001110

M-1001101

1001110-N

N-1001110

1-1001001

J-1001010

1001001-1

R-1010010

U-1010101

V-1010110

1010101-U

C-1000011

D-1000100

G-1000111

1000100-D

U-1010101

R-1010010

Q-1010001

1010010-R

T-1010100

$-1010011

P-1010000

1010011-S

L-1001100

K-1001011

H-1001000

1001011-K

R-1010010

U-1010101

V-1010110

1010101-U

11011101

Z-1011010

Y-1011001

1011010-Z

TaBLE 16. XOR operation performed between secret keys and ciphertext during
decryption

Therefore, the new cipher code is “_NV!VNIUDRSKUZ".

Step 3: Find the Laplacian color matrix of the graph and its eigen values using the algorithm 1.
Step 4: Now subtract these eigen values with the ASCII code of the new ciphertext to find the
hidden message sent by the sender as in the table 17.

Therefore, the hidden message sent by the sender is “VIT UNIVERSITY”.



18 Int. J. Anal. Appl. (2026), 24:336
Ciphertext | ASCIT | 8™ | ASCI-A | ASCII | Plaintext
Value (A)

_ 95 9 95-9 86 v

N 78 5 78°5 73 I

v 86 2 86-2 84 T

! 33 1 33-1 32 0

v 86 1 86-1 85 U
N 78 0 780 78 N

I 73 0 730 73 I

U 85 1 85+1 86 %

D 68 1 68+1 69 E

R 82 0 820 82 R

S 83 0 83-0 83 S

K 75 2 752 73 I

U 85 1 85-1 84 T

z 90 1 90-1 89 Y

TaBLE 17. Decryption process using eigenvalues of the graph

5.3. Illustration-3. For the entire graph Ky4 in the figure 9, the encryption and decryption processes

were performed in a similar manner using the identical plaintext “VIT UNIVERSITY". Vertex

assignment, appropriate coloring, building the color matrix and color adjacency matrix, calculating

the Laplacian color matrix and its eigenvalues, creating chromatic SK indices, creating secret keys,

XOR operations, encryption, and decryption procedures were all carried out using the same

methodology as the above illustration-1 and illustration-2. The specific computations are left out

because the computational procedures are similar to those described. The recovered plaintext

and the encrypted ciphertexts that were acquired confirm the accuracy and effectiveness of the

suggested cryptographic method for the entire graph and are listed in the table 18.

oy

=
s

o

Fiure 9. Complete graph with 14 vertices (K14)

Sy = SK®

(mod M) = 682

(mod 14) =10
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S»=SK! (mod M) =2502 (mod 14) = 10
S3=SK) (mod M) =5801 (mod 14) =5

The binary codes of the obtained secret keys are S; = 1010, S; = 1010, and S3 = 101, respectively.

SK® | Z]JVkKX"QASW[Wn
SK;” Z])KX"QASW[Wn
SK‘ZP URS& dWQ "N\XTXa

TasLE 18. Encrypted ciphertexts generated using different secret keys

The new ciphertext after applying the XOR operation is “PWV# aRT[KY]Q]d". If we add the eigen
values of the Laplacian color matrix with the ASCII code of the new cipher text we get the ASCII
code of the plaintext “VIT UNIVERSITY" and from that we recover the original hidden text sent
by the receiver.

5.4. Illustration-4. The suggested cryptographic approach is applicable to any linked random
graph with the same plaintext “VIT UNIVERSITY” for example the figure 10. The encryption
and decryption techniques are equivalent regardless of graph structure. Initially, the connected
graph’s vertices are assigned with the letters in the plaintext in ascending order. The appropriate
coloring is then applied, and the associated color matrix, color adjacency matrix, and Laplacian
color matrix are created. The Laplacian color matrix is used to calculate the graph’s eigenvalues,
which are then used in the encryption process. The secret keys are generated by computing the
chromatic SK indices, followed by XOR operations to yield the encrypted ciphertexts as in the
table 19.

On the recipient side, the complement of the transmitted graph is used to recreate the original
graph. To recover the intermediate ciphertext, the same chromatic SK indices and secret keys are
used, followed by an XOR operation. Finally, the respective eigenvalues are used to successfully
recover the original plaintext “VIT UNIVERSITY”.

The encryption and decryption techniques for connected random graphs use the same method-
ology as in the previous illustrations, therefore extensive computations are omitted. The results
show that the proposed graph-theoretic cryptography model may be effectively implemented on
any connected random graph while maintaining the correctness, dependability, and security of

the transmitted message. Let us take the following graph as an example.
Sy = SK? (mod M) =46 (mod 14) = 4
Sy =SK! (mod M) =42 (mod 14) =0
S3=SK (mod M) =96 (mod 14) = 12

The binary codes of the obtained secret keys are S; = 100, S; = 0, and S3 = 1100, respectively.
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Ficure 10. Connected graph with 14 vertices (G14)

SK? | YTV'PIH\CWPNPW
SK;P JPRATMLXGST]TS
SK;P Q\/XA@TK_XFX_

TasLE 19. Encrypted ciphertexts generated using different secret keys

The new ciphertext after applying the XOR operation is “]JPR#TMLXGSTJTS". If we subtract the
respective eigen values of the Laplacian color matrix with the ASCII code of the new cipher text
we get the ASCII code of the plaintext “VIT UNIVERSITY" and from that we obtain the original
hidden message sent by the receiver.

6. CONCLUSION

This paper combined XOR operations, binary number encoding, and ASCII transformation with
graph-theoretic ideas to offer a unique cryptographic framework by using chromatic SK indices.
The result shows that the technique effectively makes use of structural characteristics to produce
safe and effective encryption. Notably, when different graphs are used, the same plaintext generates
distinct ciphertexts under the same technique, underscoring the heavy reliance of this encryption
process on graph structure. This variability improves strong security because of its unpredictability
and susceptibility to cyber attacks. Therefore, the suggested method demonstrates that chromatic
topological indices can serve as an effective tool for creating flexible and mathematically strong
cryptographic techniques with potential for further research exploration using different graph

parameters and developing advanced security analysis.
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